YKPAJIU AEHbI'N?
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KAPTY i 3AABJIEHHUE O HECOITMACUU i BMoauuuio

C OMEPALUMUEA

J 5N

3aaBneHue AoTKHO
6bITb HaNUCaHo:

» No Homepy TenecoHa 6aHka
Ha 6aHKOBCKOW KapTe
UNU Ha ocpMuManbHOM cainTe

* B Te4eHune CyTOK nocne

Yem Gonblue nwogen
nogagyT 3asBneHus,
TeM Bbille BEPOATHOCTD,

* Yepes MOGMNbHOE MPUNOXEHUe COOBLLEHNS O CNCAHUK YTO NPECTYNHUKOB
« Yepes NNYHbIA KaGUHET e LMD AAMAION
Ha ohMLIMaNbHOM caiiTe 6aHKa  « Ha MecTe B OTAENEeHUH
« B OTAeNeHUn 6aHKa - GaHka
KAK OBE3ONACUTb AEHbI'N HA CHETAX?
HMKOMY HE COOBLLAUTE: KOAOOBOE C/lTOBO

« CPOK OENCTBUS KapTbl U TPEX3HAUYHbIV KOf,
Ha ee obopoTHoi cTopoHe (CVV/CVC)

« MApPO/IN N KOoAbl U3 YBEAOM/IEHU

« IOFMH Y Naposb OT OHNakH-6aHKa

HE NYB/IUKYATE
NepCcoHanbHble AaHHbIE B OTKPbLITOM AOCTyNe

YCTAHOBUTE
aHTMBMPYCbl Ha BCe YCTPOWNCTBA

Moapo6Hee o npaBunax 6esonacHOCTH
yuTamTe Ha fincult.info

Ha3blBaUTe TOMILKO COTPYOHUKY OaHkKa,
Korga caMv 3BOHUTE HA ropAYyto
JNTUHUIO

BaHk He KOMneHcupyeT
noTtepw, ecnuv Bbl HAPYLLUWUIU

npasuna 6e3onacHoro
MCMONb30BaHUA KapTbl

duHaHcoBas
KynbTypa



ObewaroT cnucaTtb gonru~?

[1poBepb, UTO 3TO
He MOoLeHHnKKn!

@ baHk Poccum




KAK SALLIMUTUTDBCHA
OoT PULLUNHTA

PUIMHI — BUA MOLWEeHHUYeCcTBa, Koraa Yy HeloBeKa KpaayT
nepcoHanbHblie AaHHbIe UIU AeHbIM € NOMOLLbIO CANTOB-NOAAENOK.
YHacTo MOLWEeHHUKHU AenaloT CalTbl, KOTOpble KaK ABe Kannu BoAabl
MOXOXXWN Ha CaMTbl peanbHbIX OpraHU3auuin

KAK MOXXHO OKA3SATbCH
HA ®ULLNHIOBOM CAUTE?

lNo ccbinkaM K3 MHTepHeTa U1 ANEKTPOHHOW MouTbl, CMC,
COOBLWEeHUA B COLCETSX UK MeCCeHKepax, peKksamsl,
06bsaABNEHUIN O NoTepesx, pacrnpogaXax, KoMneHcaumsax
OT rocygapcrea

Xakepbl HacTO B3/1aMbIBalOT YY>XKMUe aKKayHTbl,
n ¢VII.I.IMHFOBaﬂ CCbI/IKa MOXKET NPUATU Jarke OT 3HAKOMbIX

KAK PACINMO3HATb
®ULLMHIOBbIA CAUT?

Appec OTNIMYaeTca OT HAaCTOSLLErO NMLLIb Mapoi CUMBOJIOB
B appecHoi cTpoke HeT https 1 3Hauka 3akpbITOro 3aMka
[An3aiH CKONMPOBaH HEKAYeCTBEHHO, B TEKCTaX €CTb OLMBKMK

Y cavTa Mano CTpaHuL MY gaXke ogHa — ANS BBOAA OaHHbIX
KapTbl

KAK YBEPE4YbCH OT ®PULLINHIA?

YcTaHOBUTE aHTMBUPYC U PerynsipHo o6HOBNANTE ero
CoxpaHsiiTe B 3aknagKax agpeca Hy>KHbIX CalToB
He nepexoguTe No No4O3pUTENbBHbBIM CChINIKaM

Ucnonb3yiTe OTAENbHYIO KapTy ANA NMOKYMNOK B MHTEPHETE,
KNaguTe Ha HEe HYXKHYKO CyMMY MpaMOo repen onnaTom

n 6 ®uHaHcoBas
oppo6Hee o npasunax KynbTypa
KubeprurmMeHbl YMTanTe Ha
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[OBOPAT NpO AeHbrn?

Knagu Tpybky un cam
nepenpoBepsau
MHpopmauuio!

@ baHk Poccum




&

CoTpyaHuku LleHTpo6aHKa

He 063BaHUBAIOT
nopen!




OT OH/TAMH-MOLWIEHHUKOB

Y1066l gO6paThCcHa A0 Balwmx 6aHKOBCKUX CHETOB,
MOLUEHHUKaM HY>XXHbl Balln NepcoHanbHble AaHHble
N PEKBU3UTbI KapT

Kakune cxeMbl UCMOonb3yloT adpepucTbl?

OBELUAKOT 30J710TbIE FOPbI
Onpockl 3a BO3HarpaxaeHue, coLmanbHbie BbINnatel UM CBEPXNprBbInbHbIe
WHBECTULIMOHHbIE NPOEKThI. [apaHTUs GbICTPOro 060raleHns — NPU3Hak obmaHa

3AMAHUBAIOT HA PACMNPOOAXU

OFpOMHbIe CKUOKW U HU3KKEe LUeHbl MOTYT OKa3aTbCH MOLUEHHUYECKOWN yﬂOBKOﬁ

CMNEKYTUPYIOT HA TPOMKUX COBbITUAX

HanpumMep, o6baBASAIOT COOp AeHer Ha pa3paboTKy BakLUKWH, 06eLlatoT BEpHYTb
AeHblrM 3a OTMEHEeHHbIe peﬁCbI nnu npegnaratoT NonyyHuTb roCyfapCcrBeHHbIE
gorauuun

MACKHUPYIOTCH

PasbirpbiBaloT ponb NPOAAaBLOB U MOKYNaTenei Ha NonynapHbIX canTax o6bABNEHWNIA

Kak o6e3onacutb cBoM geHbrm

B UHTEepHeTe?

1 YcTaHOBMWTE @HTUBUPYC U perynsapHo oOHOBAAWATE ero

3aBeauTe oTAeNbHYIO Ae6eToByI0 KapTy AN nnaTtexen
B MHTEPHETE U KNaanuTe Ha Hee Hy>KHYI0 CyMMY nepepn onsaToin

Bcerpa npoeepdaiTe agpeca 3N1eKTPOHHOW NOYTLl U CAUTOB —
OHUW MOFYT OTIMYATLCHA OT OhULManbHbIX MWL NApPoI CUMBOMOB

4 He nepexoante no ccbinkaM OT He3HaKoOMLEB —
cpasy yaansnte COMHUTENbHble COOBLEeHUs

HVIKOMy He cooblaiTe cBou nepcoHasibHble gaHHble

Moppo6Hee
O npasunax

KuU6eprurmeHol
uMTaliTe ﬁ ®uHaHcoBas @
Ha fincult.info XyIZBerypa




HA BAC
BbIXOOAT CAMU

AdepucTtbl MOryT
npencTaBUTbCs CITY>K60M
6e3onacHocTM 6aHKa,
HaIOroBOW,

NpPoOKypaTypou

JTio60oi HeoXXMaaHHbIA
3BOHOK, CMC unu nucbMo —
NMoBoOA, HACTOPOXMUTBLCSH

. 3BOHAT
u3 BaHKa, Nonuuum

PALYIOT BHE3SAMHOM
BbIFOAOX U/TN NYTAIOT A YBEOMUTECS,
CubHble 3MOoLUMU YTO 3TO HEe MOLEHHWUKM!
ApUTYNNAKT

6OouTenbHOCTb

Q BAXXHO!
CoTpyaHUKKM 6AHKOB M NONULIMK .
HWUKOIOA He cnpalwimatoT Q

PEKBU3UTDbI KapTbl, Maponu

u3 CMC, nepcoHarnbHble AaHHble
M He MpOCAT coBeplaTh -
nepeBoabl C Ballen KapTbl

i 3 Kak 3awmtutb cBOM ¢$uHaHChI,
[=] 1 uuTaiTe Ha fincult.info

WNW ApYyroi opraHvsaumm?

HA BAC OABAT

AdepucTbl Bcerga
TOPOMSAT, YTOObI

Yy Bac He 6bI10
BpeMeHu Bce obgyMaTtb

FOBOPAT O AEHBIrAX

lMNMpepnaraloT crnacTu
cbepexeHus, Nony4nTb
KOMMEHCaLUIo U1 BNOXUTbLCH
B MHBECTMLIMOHHbIMA NPOEKT

MPOCAT COOBLWHATD
AOAHHDIE

3noyMbILWEHHUKOB
MHTEpEeCYIOT PEKBU3UTbI
KapTbl, Naponuv U Kogbl

M3 6aHKOBCKMX YBEOOMITEHUN

HUKOIAA HUKOMY
HE COOBLUAWMTE:

Kopbl n3 CMC

TPEeX3Ha4yHbIA KO Ha O60pPOTHOM
cTopoHe kapTbl (CVV/CVC)

PIN-kon

naponv/norvHbl K 6aHKOBCKOMY
NPUIOXKEHWIO U OHNAMH-6aHKY
KOOoBOE CNOBO

nepcoHasbHble AaHHble

®uHaHcoBas
KynbTypa



@ baHk Poccum

KAK SALLUTUTD

CBOUTALKETbI OT BUPYCOB

BUPYCbI:

+ OTKPBLIBAIOT YAANEHHbIN OOCTYN K BalleMy YCTPOWCTBY
« KpagayT JIOrMHbl U NAaposiA OT OH/MaH- U MO6UNIbHOro 6aHKa
« MepexBaTbIBalOT CEKPETHbIE KOAbl U3 COOGLLEHWA

38I'IOJ"IyLWIB 3TN AaHHble, KMﬁepﬂpeCTynHMKH
MOryT NOXUTUTb BCe AE€HbIr' C BallUX cHeTOB

KAK NMOHATD,

YTO YCTPOUCTBO 3APAXXEHO?

YTO AENATD,

EC/IU HA YCTPOMUCTBE BUPYC?

KAK SALLUTUTD

YCTPOWCTBO OT BUPYCOB?

3aBucaeT, Nepesarpy>aeTcsa Uin OTKIYaeTcs
Camo 3aBepLuaet paboTy NpunoXXeHun
MokaszbiBaeT BCNbIBaOWME OKHA

TepseTr o6beM NamaTn

Mo3BoHUTe B 6aHK M nonpocuTte 3abn10KMpPOBaTh AOCTYN
K OH/aliH- 1 MOBunbHOMY 6aHKy W BCe KapTbl, KOTOpPbIE
MUCMO/Mb30Banun Ha YCTPOWCTBe

O6paTuTech B CEpBUCHbIN LIEHTP, YTOGObI BbINIEYUTb FragKeT

MepeBbinycTUTE KapThl, CMEHUTE JIOrMH U Napo/b
OT OHManH-6aHKa 1 3aHOBO YCTaHOBUTE GaHKOBCKOE MPUNOXeEHUe

Mcnonb3ayiTe aHTUBMPYC 1 PEryspHO ero oGHoBNslTe

He nepexoaute no ccbi/ikam OT HE3HAaKOMLEB, He yCcTaHaBNuBauTe
nporpammel Mo ux npocs6e U He NCNonb3yinTe vyxue ek

CkaunBaiTe NPUNOXEHNA TONbKO U3 NPOBEPEHHbIX UCTOUHUKOB
O6HoBANSINTE ONepaLnOHHYIO CUCTEMY YCTPOACTBA

Uz6eranTe obenoctynHbix Wi-Fi-cetein

Moppo6Hee o 3alMTe FragKeToB ®uHaHcoBas @
: KynbTypa

yuTanTe Ha ‘incult.info
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